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Abstract

The widespread use of MLaaS cloud applications is accompanied by increasing data privacy
risks, where third-party cloud adversaries can potentially exploit and abuse sensitive user
data. However, many data privacy schemes sacrifice model data utility and performance ef-
ficiency in exchange for privacy. This thesis presents and investigates a privacy-preserving
inference infrastructure that uses model extraction methods to maintain model performance
while preserving privacy. In particular, we take inspiration from knowledge distillation and
active learning techniques to build our framework and test it in the NLP domain. We compare
and evaluate different means to preserve privacy in the infrastructure and perform analyses
of their effectiveness. We show that employing a public dataset in our model extraction in-
spired inference infrastructure provides strong privacy while maintaining model performance,
outperforming state-of-the-art methods such as using differential privacy noise.
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Chapter 1

Introduction

With an increasingly data-driven society, resource-intensive Machine Learning as a Service
(MLaaS) applications are often too computationally expensive to run on local devices [1, 2].
As a result, many MLaaS run on cloud computing platforms such as Amazon Web Services,
Microsoft Azure, Google Cloud, and more [1, 3]. However, the use of third-party cloud
services increase the risk of data abuse and exploitation [4, 5]. In the natural language
processing (NLP) domain, text sequences are collected and sent to the cloud to execute the
desired language processing task. During this process, third-party adversaries can unknowingly
collect personal data for monetization or conduct other harmful activities, such as identity
theft or discrimination [6]. Therefore, data protection during inference against adversarial
third-party cloud services is crucial, especially in fields that utilize ML to analyze sensitive
or proprietary information, such as healthcare [7] and law enforcement [8]. Recently, the
importance of such data privacy preserving inference infrastructures is further reinforced by
the rapid development and integration of generative Al into our daily lives, such as the use of
ChatGPT [9] and Gemini [10]. This thesis explores and analyzes several data privacy inference

infrastructures against cloud adversaries in NLP tasks.

State-of-the-art (SOTA) software data privacy protection schemes often preserve privacy
by performing data anonymization [6, 11], either through the use of encryption [12] or differ-

ential privacy (DP) guarantees [13, 14]. However, both of these methods have shortcomings.



DP-inspired methods often trade off privacy protection with data utility [15]. On the other
hand, encryption schemes such as homomorphic encryption suffer expensive computational
overheads as well as data utility degradation to guarantee privacy [16, 17]. This thesis aims to
study a privacy preserving inference infrastructure that has a strong privacy guarantee while
preserving data and model utility in the NLP domain. Two NLP tasks, binary spam detec-
tion and multi-class sentiment analysis, are used to assess the performance of the inference
infrastructure and compare it against existing techniques. The infrastructure itself takes in-
spiration from model extraction attack techniques [18], including knowledge distillation and

active learning [19].

Different from traditional teacher-student knowledge distillation [20, 21], where informa-
tion is optimized to transfer from a complex teacher model to a smaller and simpler student
model, the proposed infrastructure focuses on privacy preservation. Therefore, in the exper-
iments, the teacher and student architectures are the same for simplicity. The student will
have the same capacity but pre-trained on a small amount of data, thus having inferior abili-
ties compared to the teacher and may only be interested in learning a partial functionality of
the teacher’s abilities. In this case, a potentially malicious but accurate cloud model distills
knowledge and is used to fine-tune a trustworthy but low-accuracy local model to learn the

teacher’s sub-tasks.

Several methods can be used to protect privacy in the teacher student knowledge distillation
process. One way to preserve privacy is by applying DP noise on the sensitive dataset before
querying the teacher. Another way is by generating synthetic data or finding similar data from
an insensitive public dataset to replace the original sensitive text messages. Both methods will
be explored in this thesis. In this thesis, we use text sanitation [22] to add DP-noise for the
prior method. For the latter method, we explore using public datasets and similar functions
that measure the distance on the vector representation of the text, common functions include

cosine similarity [23] and Euclidean distance [24].

Finally, to preserve accuracy and maximize data utility, active learning is used. Through

active learning, the student model will iteratively train on data that it struggles with or is most



uncertain about [19], hence actively learning. This technique is commonly used to implement
powerful model extraction attacks on MLaaS [25, 26]. In this thesis, active learning is
repurposed into a defense mechanism against adversaries instead of an attack, allowing the

student model to learn from a small number of training samples while achieving good accuracy.

With the rapid emergence of MLaaS in our daily lives, the use of data privacy preservation
techniques has become essential to protect sensitive information from potential adversaries.
The development and study of privacy-preserving inference infrastructures in this thesis will
provide insight into techniques that can allow more efficient data utilization and less perfor-

mance degradation in addition to privacy preservation compared to SOTA methods.



Chapter 2

Background

This chapter builds on the introduction and will first discuss the adversaries this thesis tackles
to give a clear picture of the threat model. Then, the next section describes existing software
approaches to preserve privacy during inference, with an emphasis on encryption and DP
schemes. Next, we will discuss model extraction techniques, notably knowledge distillation
and active learning, and how they can be utilized in the proposed privacy preserving inference
infrastructure. Finally, we will look into popular architectures used for NLP tasks and focus

on LSTMs and Transformers, which we use in this thesis to test our framework.

2.1 MLaaS Adversaries

MLaaS was first proposed as an architecture to create flexible and scalable ML services [1].
Nowadays, this term refers to the expansive ML tools offered by cloud computing providers.
The widespread use of MLaaS is accompanied by growing concerns about their safe usage,
coming from both end users and service providers. In the literature, ML attacks commonly
refer to attacks against model owners, broadly categorized into attacks that degrade the model
utility and attacks that aim to gain knowledge of the system [27, 28]. The prior can happen

in both training and inference phases, where poisoning attacks modify training data to disrupt



model training and evasion attacks perturb testing data during inference to degrade model
performance [27, 29]. The latter are exploratory attacks [27] implemented during inference
to gain knowledge about the system, whether on the model architecture, data, or trained
parameters. Model extracting attacks is one such exploratory attack, more details about it will
be discussed in Section. 2.3. In contrast, the adversary this thesis focuses on attacks individual
end users instead of model owners. The proposed privacy preserving inference infrastructure
aims to protect the sensitive data of the end users from adversaries that are malicious third-party

cloud providers with high-performing ML models.

ML spam detection services are typically conducted in the cloud instead of locally due
to storage and computational limitations [30, 31]. As data-hungry applications become more
integrated into our lives, the risks of data abuse and exploitation are exemplified. For instance,
while email spam services aim to detect and block harmful emails, they can potentially
eavesdrop on message content for surveillance. In 2016, Yahoo was reported to help the US
government track foreign terrorist activities by adapting a spam filter to scan private user emails
[32, 33]. In the past decade, there have been numerous privacy lawsuits involving large tech

companies for violating data protection laws [34].

The increased usage of MLaaS, especially black-box models, where there is little trans-
parency to the internal workings of the ML model and the users can only get hard output
predictions, makes it harder to know whether the user input data is well-protected or not.
More recently, the hype and use of generative Al, such as ChatGPT, brought out new privacy
concerns with the exploitation of public and private user input data for training [35]. With
developing data privacy policies trying to catch up to the swift advancement in ML technology,
it is ever more important to develop infrastructure that prevents the abuse and exploitation of
user data. In the spam detection case, the proposed privacy-preserving framework can protect
the original text messages during inference by producing a local model specialized in spam

detection by querying the cloud model using insensitive data.



2.2 Existing Privacy Preserving Approaches

The objective of the privacy preserving inference infrastructure is to safeguard the privacy of
sensitive user data against adversarial third-party cloud providers. Naively, the most straight-
forward approach to preserve privacy is to run all computations on local devices. However,
MLaaS often only provides black-box models to protect trade secrets. Furthermore, resource
constraints such as storage and hardware compute capabilities on personal devices inhibit the
deployment of ML models on them [36], sparking research to optimize training in the cloud
[37] along with the emergence of products like Google Cloud TPU with high computational
capabilities [38]. This trend calls for methods to protect the confidentiality of the data sent to
cloud providers. Two categories of methods that are closely related to the proposed privacy

preserving infrastructure will be discussed, encryption and DP.

2.2.1 Encryption

Encryption schemes can be used to encrypt data as well as the ML model architecture [39].
This thesis focuses on preserving data privacy and thus will only discuss cryptography-based
methods that encrypt data for MLaaS. The most popular technique is homomorphic encryption
(HE). It is a method that allows direct computation on encrypted data without decryption
to protect data in non-trustworthy environments. In ML, HE was initially only applied to
simple classification tasks that use models such as Naive Bayes and Decision Trees due to
the intensive overhead added by the encryption process [17, 40]. Later on, the use of HE
has been extended to neural networks (NNs) by transforming NNs into CryptoNets that use
encrypted data as input and output during classification [12]. However, although allowing
slightly faster inference compared to previous cryptography-based methods, CryptoNets still
suffer high latency and limitations on model width and depth, motivating the development
of low-latency CryptoNets combined with techniques from transfer learning to lower latency
[41]. CryptoDL also offers a means to reduce run time and latency through by introducing

new techniques to approximate activation functions [42].



More recent research continues to apply HE on more complex scenarios, including on
ResNet for classification, achieving similar accuracy at the cost of non-practical run times
[16]; or combining HE with federated learning [43] to slightly speed up training with HE.
There is also research investigating the practical use of HE in ML for specific fields, such
as medicine and bio-informatics [44] or finance [45]. As the proposed privacy preserving
infrastructure using knowledge distillation and active learning is inherently different from
cryptography-based methods, it does not suffer from the main challenge in HE methods:
latency due to encryption and decryption calculations. Furthermore, the proposed method
distinguishes itself from encryption schemes by using a replacement of instead modification

of the sensitive data as input.

2.2.2 Differential Privacy

Differential privacy is widely accepted as a rigorous definition of privacy in traditional private
data analysis and its use has been extended to ML [15, 46, 47]. DP-inspired methods often
work by adding perturbation or noise to the model or data [39, 46] to conduct private data
analysis using ML. One of the earlier methods incorporating DP into Deep Learning (DL)
uses a distributed framework and selectively adds noise to the gradient within a privacy budget
during stochastic gradient descent (SGD) [47]. Following this work, a simpler DPSGD scheme
was developed by applying the L2 norm on gradients and then adding DP noise before gradient
descent [48]. However, these initial DP-inspired frameworks have been shown to be susceptible
to information leakage in certain cases. This drove research to investigate the use of DP in
more complex settings such as GANs [49] and LSTMs [50]. More recent papers study how
large language models can be differentially private learners [51, 52]. However, most of the
above work mentioned using DP considers a different threat model, where the goal is to
prevent the ML model from information leakage instead of protecting user data from abuse

and exploitation.

In the context of our threat model, there has also been work done on using DP to protect

data in an untrusted cloud environment [53, 54]. Wang et al. [53] used a mechanism that



consists of arbitrary data nullification and random noise addition on the sensitive input data.
Furthermore, they utilized a public dataset to get the cloud model accustomed to noisy training
to reduce performance degradation. Xu et al. [54] proposed a differential privacy obfuscation
framework that first uses a feature distillation model to minimize the amount of data shared to
the server and then modify the learned features. However, DP-inspired methods often sacrifice
data utility in exchange for privacy guarantees. Both works [53, 54] saw a degradation in
model accuracy with the addition of differential privacy guarantees. Specific to text, Yue et al.
proposed an algorithm to incorporate DP guarantees into text sanitization [22], a type of data

anonymization.

Similar to DP-inspired methods, the proposed infrastructure also has a trade off between
model performance and privacy. Although the use of generated or similar data instead of
the actual sensitive data may decrease the accuracy, it provides a stronger privacy guarantee
compared to DP-inspired methods as the third-party adversaries have no access to the original

sensitive data.

2.3 Model Extraction Techniques

As mentioned in Section 2.1, model extraction belongs to exploratory adversarial attacks that
try to extract information from ML systems [27]. For MLaaS, techniques in model extraction
can be used to "steal” the cloud model, where the attacker tries to replicate model characteristics
through a predictive user interface with a minimal amount of queries [18, 55]. In recent years,
as model owners try to further safeguard their systems through model extraction defenses
[56, 57, 58], model extraction attacks have become more well developed [26, 25, 59, 60].
Depending on the exact scenario, model extraction attacks can have two goals: getting exact
properties and parameters or getting approximate model behavior [61]. Two popular techniques
commonly used to extract approximate model behavior are knowledge distillation and active
learning. For instance, Knockoff Nets [62] utilize modifications of both techniques to extract

information from black-box models. Although the proposed infrastructure takes inspiration



from model extraction due to its query-based nature, it has a drastically different goal: data

privacy preservation instead of model stealing.

2.3.1 Knowledge Distillation

Knowledge distillation (KD) is a type of model compression technique. It aims to distill knowl-
edge from a larger and more complex teacher model into a smaller and more compact student
model, often to save computational resources [20, 21]. Depending on the knowledge form,
different KD techniques require varying amounts of access to the teacher model architecture,
weights, and parameters [63, 64]. In particular, response-based KD aims to train a student
model that mimics the teacher’s prediction by only using the teacher’s last layer output [20]
and is most feasible for our scenario with a black-box cloud model. Building on traditional
KD, the student model in Knockoff Nets learns from data with a distribution different from
the teacher training data [62]. Similarly, Black-Box Ripper also uses proxy data to train the
student model [65]. Both of these works assume no access to training data and thus use what
is called “data-free” KD [66]. The proposed privacy preserving infrastructure also tries to
train a local student model in a “’data-free” environment. However, the student model does
not necessarily want to gain all the teacher functionality, differentiating our method from other
uses of data-free KD where the goal is to extract a fully functioning teacher model. This would

help minimize our query budget and increase data utility.

2.3.2 Active Learning

Oftentimes in ML applications, while there is an abundance of unlabelled data, the labeling
task can be tedious and time-consuming. Active learning (AL) [19, 67] is a technique to help
achieve high model accuracy with less labelled training data by carefully choosing what data
to train with. The data is typically chosen based on uncertainty or information-density based
measurements such as entropy [68]. To get labels, an active learner would query an oracle with

unlabelled data. With the advancement of MLaaS, the oracle is no longer limited to human



annotators, but can also be high-performing ML models, thus making AL desirable for model
extraction attacks [69]. In Knockoff Nets [62], a student trained using active learning sampling
outperforms random sampling. Furthermore, ActiveThief shows the viability of using active
learning with uncertainty sampling and public datasets to extract deep classifiers on image and
text [26]. The success of AL in iterative query-based model extraction attacks makes it an
ideal technique to use for the proposed privacy preserving infrastructure with limited data and

a small query budget.

2.4 Architectures for Sequential Data

As this thesis focuses on evaluating the privacy-preserving framework in the NLP domain, we
need to use architectures that can process long sequential text messages. The development of
sequence models started with Recurrent Neural Networks (RNNs), which use the output of
the previous step as the input to the current step, capturing order and historical dependencies
[70]. However, RNNs suffer from vanishing gradients and are poor at retaining long-range
information, giving rise to the development of Long Short-Term Memory (LSTM) models. An
LSTM can better sustain long-term dependencies as it solves the vanishing gradient problem by
using gates to regulate and direct the flow of information [70]. More recently, the development
of attention and transformer models [71] provide a powerful architecture to solve sequential
problems without recurrance. Many SOTA language models, such as BERT and GPT, use
transformers. In this section, we will further describe and discuss LSTMs and transformers as

they are used in our evaluations for different NLP tasks.

24.1 LSTM

LSTMs are a type of RNNs, they solve the vanishing gradient problem by incorporating
nonlinear, data-dependent controls into RNNs to make sure that the gradient does not vanish

[70]. These controls are called gates and serve several different purposes. Figure. 2.1 depicts
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the internals of an RNN unit as well as an LSTM unit. The RNN feeds the hidden state of
the previous time step and the input of the current time step through sigmoid functions to
get the next hidden state and output. This simple structure is prone to gradients vanishing or
exploding when the weights get continuously multiplied in each step. In contrast, the LSTM
unit is more complex, consisting of different gates: the input gate, the output gate, and the
forget gate. The combination of gates prevents the weights from getting too small or large
and solves the vanishing gradient problem. In this thesis, we use bi-directional LSTMs, which
learns information flow from both forward and backward directions. This allows the model to

better recognize phrases and patterns in a sequence.

- - - - -

Modulation
Gate

Figure 2.1: RNN vs LSTM Architecture

2.4.2 Transformer

Nowadays, transformers have become the standard for NLP applications, both in research
and in the industry. Many commercially used NLP applications, such ChatGPT or BERT,
use the transformer architecture. Furthermore, platforms such as HuggingFace [72] provide
developers and researchers with easy access to transformer models, aiding to their widespread
popularity. A transformer consists of two main parts, the encoder and the decoder. The original
transformer architecture was presented in the paper ’Attention is all you need’ [71], as shown

in Figure. 2.2.

The encoder takes input embedding and outputs representations. The decoder then uses
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Figure 2.2: Original Transformer Architecture

the output embeddings, which are the input embeddings shifted right so that the current time
step token is lined up with the next time step token, and encoder representations to output
probabilities for the desired task. Depending on the task the language models are trained for,
they can be encoder or decoder based models. Encoder-based models are more commonly used
to learn embeddings for tasks such as predictions and classification. A popular encoder-based
model is BERT [73]. In contrast, decoder-based models are typically designed to generate
new sequences and used for tasks such as question answering and text summarizing. The GPT
series models [74] are decoder-based. The combination of the encoder and decoder can be
used for tasks such as machine translation. In this thesis, as the task we want to perform is

classification, we use an encoder-based transformers model.
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Chapter 3

Methods

This chapter will discuss the experimental setup, methodology, and results. It will first go over
the specific dataset and tasks as well as the models used in the experiments. Then it will go
through the details of the privacy preserving inference infrastructure. Finally, it will describe
the different experiments performed to test the framework and provide the relevant results.
Note that in this section, ’sensitive’ and ’private’ will be used interchangeably to describe the

data we want to protect.

3.1 Experimental Setup

The privacy preserving framework can be used on different domains of data. In this thesis, we
explore it’s effectiveness on NLP MLaaS systems. We assume that there is a high-performing
NLP classification model in the cloud that only outputs hard labels. Furthermore, we do not
have any knowledge on the architecture of the cloud teacher model, hence working with a
"black-box’. We then assume that the user has the resources and compute to train a local

student model that mimics a partial functionality of the teacher model.
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3.1.1 Dataset and Tasks

In particular, we test our framework on two tasks: a simpler binary spam classification task
and a harder multi-class emotions classification task. Specifically, the UCI SMS Spam Dataset
[75] is used for binary spam classification and contains around 5 k text messages. For the
emotions classification, the Contextualized Affect Representations for Emotion Recognition
(CARER) dataset [76] is used and has around 417 k text messages, categorized into 6 classes
of emotions. Both datasets are publicly available on the internet. Most of the experiments
will only use the emotions dataset as the spam dataset is a relatively much easier task and the

results may not be representative.

In our experiments, we make the assumption that there exist an insensitive dataset that
overlaps with the teacher model’s input space. This assumption is made as high-performing
language models, such as GPT-4, use “both publicly available data (such as internet data)
and data licensed from third-party providers” [9] for training. Therefore, it is likely that the
cloud model has trained with the insensitive data and can make accurate predictions with it.
Furthermore, we assume that the sensitive dataset has an overlapping distribution with the
teacher’s input state. We can make this assumption as due to the vast amount of data cloud
models have been trained on, it is likely that they have been trained on data with a similar
distribution to our sensitive set. Further experiments exploring the misalignment between the

teacher input space and the student input space will be explored in Section. 3.3.

3.1.2 Models

Different models are used for each task. An LSTM-based model is used for binary spam
detection while a transformer-based model is used for emotions classification. The LSTM
model consists of 5 bidirectional LSTM layers with residual connections and a linear layer for
classification. The transformer model consists of encoder blocks and a classification block.
Both architectures are shown in Figure. 3.1. These models are chosen as they are commonly

used for NLP tasks as described in Section 2.4. We use the LSTM architecture for the binary

14



spam detection problem as it is a simpler task and we have a small amount of data. Using a
complex model on limited data makes it more likely to overfit, degrading its ability to generalize

on test data.

LSTM-Based Transformer-Based
Input Input
L] ¥
Embedding Positional + Token
* Dropout Embedding
LSTM Layers 71
Bi-LSTM 1 Encoder Block x N Classifier Block
* Dropout
Bi-LSTM 2 Multi-Head Attention
Dropout + Dropout Linear
Bi-LSTM 3 » Layernorm LeakyRelLU
+ Dropout + e + Dropout
Bi-LSTM 4 Linear : Linear
+ Dropout LeakyReLU : LeakyReLU
Bi-LSTM 5 Linear j
+ Dropout : Linear
L] Layernorm LogSoftmax
Linear ¢
¥
Softmax Classifier Block
¥ '
Output Output

Figure 3.1: Model Architectures

Our framework does not make any assumptions on the architecture of the teacher model.
To start off, for simplicity, we use similar student and teacher architecture. This means that for
spam detection, the student and teacher both have the LSTM architecture. For the emotions
classification, the student has 1 encoder block while the teacher has 2 encoder blocks within

the transformer architecture.

3.2 Framework Implementation

Overall, the framework consists of three parts:

15



1. Knowledge distillation from the teacher to the student.
2. Privacy preserving techniques to protect the sensitive private data.

3. Querying strategies to maintain model performance utility against privacy costs.

The overall infrastructure is shown in Diagram. 3.2. The student is first pre-trained using
a small labelled dataset. Then, through an iterative querying process, the student learns the

functionality of the teacher. Starting off, the student is bootstrapped with the pre-training data.

Oracle Label Prediction

| &

-——

- .

-—

— —— Getting Sensitive-Insensitive Pair
Sensitive Data Insensitive Data

= Querying Teacher

—— Fine-tuning Student

Stuent Querying Strategy

Teacher

Private Data | I Public Data |

Figure 3.2: Overview of Privacy Preserving Inference infrastructure

In each iteration of training, we add new queries to the teacher by a fixed amount and perform
mini-batch training with knowledge distillation. During each epoch of the mini-batch training,
we have a batch of private data and a batch of public data. Using a specific querying strategy,

the public data is fed into the teacher and the private data is fed into the student model.

The insensitive dataset can be constructed using various methods. In this thesis we
investigate 3 ways to do so: using cosine similarity to find sensitive-insensitive pairs, differential
privacy to noise sensitive data, and using a public dataset that has a similar distribution to the
private dataset to preserve privacy. Other methods such as differentially private data generation
[77, 78] can also be applied. However, those are not within the scope of this thesis as they

require more computational resources and data, adding an extra layer of complexity.
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Different querying strategies can also be used during the iterative training process. The
most naive strategy is random sampling. To enhance the fine-tuning process, we can use active
learning with entropy sampling to select which data points the student is most uncertain about
and fine-tune with these points. A list of specific hyperparameters used for the experiments

can be found in Appendix A.

3.3 Experiments and Results

3.3.1 Pre-training

We train the teacher models fully until they reach a high accuracy with insensitive data. On the
other hand, the student is pre-trained with a small set of labelled private data, which we assume
that the teacher has never seen but has a similar distribution to the teacher’s inputs. Specifically,
the student is only trained for 3 epochs and uses around 800 points for spam detection and
around 70k points for emotions classification. The starting accuracies after pre-training are
shown in Table. 3.1. We train the LSTM and transformer model on both the spam detection

and the emotions classification task.

Model Task Teacher Acc, time (minutes) | Student Acc

LSTM Spam Detection 0.96,1.3 0.46

LSTM Emotions Classification 0.84, 65.7 -
Transformer Spam Detection 0.92,0.8 -
Transformer | Emotions Classification 0.88, 43.5 0.43

Table 3.1: Starting Accuracy of Teacher and Student

The teachers are all trained with 20 epochs. Due to its recurrent nature, the LSTM model
taking ~ 50% more time than the transformer model. We find that the LSTM has a higher
teacher accuracy for the spam detection task compared to the transformer. Therefore, although
it takes longer for the LSTM to train, we chose to use this model for the spam task as the

absolute training time is short due to the small dataset size. The lower accuracy achieved by

17



the transformer for the spam detection task is likely due to the transformer having too many

parameters and overfitting on a small training set.

For emotions classification, we see that the transformer model achieves a higher accuracy.
Furthermore, it is also more time efficient. Therefore, we use the transformer architecture for

the emotions task. The starting student accuracies for each task are also shown in Table. 3.1.

3.3.2 Using Cosine Similarity for Sensitive-Insensitive Pairs

Cosine similarity is a metric commonly used to measure the distance between two vector
representations [23], as shown in Eq. 3.1. With each sensitive data point we feed into the
student, we can use cosine similarity to find a similar insensitive data point to feed into the

teacher. The larger cos(6) is, the more similar the two vectors are.

cos(9) = |);||;]| (3.1

Spam Cosine Similarity Student Validation Accuracy Curve Spam Cosine Student Validation Loss Curve
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Figure 3.3: Spam Cosine Similarity Student Validation Accuracy and Loss

As shown in Figure. 3.3, we fine-tune the student with the teacher for 10 iterations. In each
iteration, we do mini-batch fine-tuning for 8 epochs with 200 additional data points. After
10 iterations, the student is fine-tuned with 2000 sensitive data points. From the increase in
accuracy, we can say that the model is able to gradually generate better softmax representations

such that we can find more accurate sensitive-insensitive pairs with cosine similarity. The
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decreasing loss curve also shows that the model is learning. However, we do note that there
is still a gap between student and teacher performance, with the student being 20% lower in

accuracy.

Emotions Cosine Student Validation Accuracy Curve Emotions Cosine Student Validation Loss Curve

— Student
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Figure 3.4: Emotions Cosine Similarity Student Validation Accuracy and Loss

We also tested cosine similarity on the larger emotions dataset, which contains 417k data
points. As shown in Figure. 3.4, we fine-tune the student with the teacher for 10 iterations.
In each iteration, we fine-tune the student with 2000 more points for 8 epochs, seeing 20k
sensitive data points in total. We observe that the student is not able to learn well for this task.
The loss drops initially but then remains at similar levels. This may be because the multi-class
task is harder and our model is not able to produce good enough softmax representations for
the cosine similarity to work well. As shown in Figure. 3.4, the final accuracy for the student
is similar to its starting accuracy. Since we see cosine similarity failing, we experiment with
different ways of constructing our insensitive dataset to preserve privacy and focus on the

emotions task as it is harder.

3.3.3 DP-Noise vs. Public Dataset for Privacy Preservation

Instead of finding sensitive-insensitive pairs, we could fine-tune the student with only the
sensitive data or only the insensitive data. For the former case, we construct our insensitive
dataset by adding DP-noise to the sensitive dataset to query the teacher, getting DP-noised

hard label predictions. Then, we can use these predictions and the non-noised private data to
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fine-tune the student. For the latter case, we can construct our insensitive dataset with public
data and also fine-tune the student with public data. In both cases, to make training more
efficient, we apply entropy sampling during active learning to choose which points the student

1S most uncertain about in each iteration.

As mentioned in Section 2.2.2, while DP is typically applied in the gradient descent process,
there are also methods that focus on adding DP-noise on inputs. Since we assume no access
to the architecture of the teacher model, we cannot use gradient-based DP methods. Instead,
we take inspiration from text sanitization [22] proposed by Yue et al., a method that uses the

concept of differential privacy during data anonymization.

A defined in [15], we can say that an algorithm or model, M, with domain D is e-

differentially private if VS C Range(M) and Vx,y € D s.t ||x — y||; < 1:
Pr(M(x) € S] < exp(e)Pr[M(y) € §S] (3.2)

where ||x||; = Zlﬂ |x;| is defined as the L1 norm of the x dataset and € is a positive number. S
represents a set of possible outputs. Intuitively, the smaller € is, the closer exp(¢€) is to 1, and
the more similar the probabilities of Pr[M (x) € S] and Pr[M(y) € S] are. Therefore, smaller
values of epsilon provide a higher differential privacy guarantee as the model is less likely to
distinguish between two input data points. The smaller € is, the tighter privacy budget we have,
and the more noise we add to the data to make different points indistinguishable to each other.
In [22], Yue et al. provided a variant of differential privacy, the Utility-Optimized Metric
Local Differential Privacy (UMLDP). Using their definition, they performed text sanitization
on a vocabulary V split into a sensitive vocabulary set Vg and an insensitive vocabulary set
Vi. In English, insensitive words, such as ’an/a/the/that/...” are common across all text and
frequently used. In contrast, rare words, which may include sensitive information such as
locations, names, dates, are less often used. Therefore, Yue et al. used the most infrequent

words as the sensitive set Vg and the remaining as V;.

Taking inspiration from their method, we split our dataset vocabulary similarly. Then, we
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Figure 3.5: DP-noised Private vs Public Student Validation Curves

find the word embeddings ¢(x) using a pre-trained BERT model for all tokens, x, in V. Finally,
we iterate through each word in each sentence. If word x € Vg, we sample y € V; and replace

x by y with the following probability

exp(—€ - d(¢(x), ¢(y))/10)

Pr{M(x) =y] = Const - Syrevy exp(—€ - d((x), $(3))/10)

(3.3)

where Const is a positive multiplying factor and d(¢(x), #(y)) represents a distance measure-

ment between x and y embeddings. It is calculated with the following formula:

d(¢(x), () = l¢(x), ¢(y)| -1 (3.4

Using the above formulation, we run tests with the emotions dataset with different levels of
differential privacy with € = 1, 100, and 1000. Two examples of applying text sanitization with
different € values are shown in Appendix B. By setting the bottom 85% least frequent words
as the sensitive vocabulary set, we compare the performance of the student fine-tuning using
text sanitization against using the public dataset as shown in Figure. 3.5. In both cases, the

student learns to predict the partial functionality of the teacher, learning to predict 3 classes
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out of 6 classes.

3.3.4 Domain Shift with Public Dataset

In our previous experiment, we assume that when we construct the insensitive dataset with
public data, the public dataset overlaps with the teacher input space such that during fine-
tuning, the teacher is able to generate accurate labels for the data points. However, this may
not always be the case. It is possible for the public dataset to have a domain shift, containing
data that the teacher has not seen before and cannot accurately predict. Therefore, using the
emotions classification task, we experiment what would happen when 25%, 50%, and 75% of
the fine-tuning data is from the spam dataset which the teacher has not seen before, and test

our fine-tuned student on the emotions task.
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80 +

—— Student 25%
—— Student 50%
—— Student 75%
70 4 —— Student 100%
—==- Teacher 25%
=== Teacher 50%
=== Teacher 75%
—=—- Teacher 100%

Percentage %

60 1

50 4

T T T T T T
0 2 4 6 8 10
# of Iterations

Figure 3.6: Public Domain Shift Student Validation Curves

As seen in Figure. 3.6, we can observe that when there is more domain shift, the student
accuracy increases more slowly. After two iterations, the 25% dataset has an accuracy of
~ 60% while the dataset with no domain shift has an accuracy of ~ 85%. As the public

dataset consists of more emotions data, the student performance increases more quickly and
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then plateaus. With more fine-tuning, the gap between the student performance using different
datasets shrinks. At the end of the last iteration, the 25% dataset has an accuracy of ~ 85%

while the 100% dataset has an accuracy of ~ 88%.

3.3.5 Noisy Student Fine-tuning

In our privacy preserving framework using DP-noise, we use noisy predictions from the teacher
and the raw private data points to fine-tune the student since we wanted the student to predict
on raw private data points in the future. However, we can also feed noisy private inputs into
the student. This could provide more consistency in the framework and make the distillation
process easier since we are fine-tuning the student with noisy inputs and the corresponding

noisy labels.
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Figure 3.7: Noisy DP Private Student Validation Curves

Using noisy inputs for the student, we observe a more stable validation curve as observed
in Figure. 3.7. Instead of having a high accuracy at the start like in Figure. 3.5, the student
validation accuracy in Figure. 3.7 is always bounded by the teacher’s performance on the noisy
validation data. At the end of fine-tuning, the final accuracies of the student with noisy training

and non-noisy training are similar.
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3.3.6 Combining Private and Public Data

With the framework using public data outperforming the one using DP-noised private data,
we investigate the use of a combination of public and private data to query the teacher. In
this case, we go back to fine-tuning the student with raw data points while feeding the teacher
noisy private data or public data. We construct our insensitive dataset with different ratios of
private and public data. Specifically, we use datasets that are composed of 25%, 50%, and

75%% private data, with the remaining being public data.
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Figure 3.8: Student Validation Accuracy Using both Public and Private Data

From the results as shown in Figure. 3.8, we can observe that the more public data we
have in our insensitive dataset, the less the accuracy drops after ~ 4 iterations. The teacher
accuracy plotted is its performance on the newly constructed dataset. In the cases where 50%
and 75% of the dataset is composed of private data, the teacher has very a similar performance
of ~ 75.5%. When there is less private data, we see that the teacher performance is also better.
Furthermore, it is worth noting that the addition of public data stops the student accuracy being
bounded by the teacher performance, becoming more similar to the teacher performance on

public data as seen in Figure. 3.5.
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3.3.7 Changing the Student Pre-training Bootstrap Size

In the experiments for emotions, we used a bootstrap training dataset of ~ 70k data points.
The original idea behind using a bootstrap is to make sure that the student can generate good
enough representations to work with cosine similarity. However, we see in our cosine similarity
experiments that finding sensitive-insensitive pairs fails for the emotions tasks as the student
is unable to outputs good enough output representations after pre-training. Therefore, we have
shifted to using DP-noised and public datasets to preserve privacy. In the later approaches,
we don’t necessarily need to have a bootstrap set to allow the student to have a starting vector
representation. Therefore, we assess the effect of reducing the bootstrap dataset on the student
fine-tuning efficiency. We run experiments using public data when the student is bootstrapped

with 18k and 35k datasets and compare them with the 70k case.
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Figure 3.9: Student Validation Accuracy with Different Bootstrapping Dataset Size

A shown in Figure. 3.9, we see that the starting accuracy drastically decreases when the
bootstrap set decreases. Furthermore, the student fine-tuning accuracy increases more slowly
with less bootstrapping data. However, with more iterations, the final accuracies with different

bootstrapping amounts are similar, with students with more bootstrapping data having slightly
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higher accuracy.

3.3.8 Changing the Student Pre-training Epochs

Other than changing the boostrapping dataset size, we can also investigate how the number
of epochs the student pre-trains affects the fine-tuning process. Previous experiments have all

used a student that has been pre-trained with 3 epochs. We compare what happens when the

student is pre-trained with 5 epochs or 8 epochs.
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Figure 3.10: Student Validation Accuracy with Different Pre-training Epochs

As shown in Figure. 3.10, we tested using the insensitive set to observe how the trends
differ. Although each student’s starting accuracy is different due to having different amounts

of pre-training epochs, they quickly converge to the same behavior in the fine-tuning process

and have similar end accuracies.
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Chapter 4

Findings

In this chapter, we will go in depth to analyze the results and provide a detailed discussion
on the findings from our experiments. Then, as our framework takes inspiration from model
extraction, we will also discuss the ethical and legal implications surrounding the use of the

framework.

4.1 Discussion

4.1.1 Challenges with Cosine Similarity

Our experiments compared different methods to preserve privacy by various means of con-
structing the insensitive dataset such that it doesn’t include sensitive information and is rep-
resentative of the private data. The first method we explored was cosine similarity. The
increase in accuracy for the student during fine-tuning shows that for the easier spam detec-
tion task, cosine similarity is able to find similar pairs using the output softmax embeddings
from the LSTM-based model. However, we do observe that it is unable to reach the teacher
accuracy with our fine-tuning parameters, achieving a performance that is 20% lower than

the teacher. Furthermore, through the experiment with the emotions dataset, we see that the
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softmax embeddings are not always good representations to use cosine similarity with.

Although the starting accuracy of the transformer-based student is similar to the LSTM-
based student, the transformer-based student cannot be fine-tuned with cosine similarity. For
both cases, to improve the performance of the student, we need to have better starting softmax-
embeddings. This can be achieved by either pre-training the student more or fine-tuning with
more data. However, as the proposed framework should work in scenarios with limited data,
we are not satisfied with using either method, motivating other means of constructing the public
dataset. Since we see the cosine similarity methodology fail in the emotions classification case
as it is a harder task, we focus on using only this dataset in the following experiments as binary
spam detection may be too trivial to solve and is less representative of a SOTA high-performing

cloud teacher model.

4.1.2 Analysis of Framework using DP Noise

Next, we experiment and compare two different methods to preserve privacy, using DP-noise
verses using a public dataset. As expected, the smaller we set the €, the tighter our privacy
budget and the more the model performance degrades. In our experiments, although not
obvious from the graphs, we also find that when € is under a certain value, all tokens in the
private dataset get replaced and the student accuracy does not further degrade. This is because
as we use text sanitization [22] to add DP-noise, we set a certain percentage of our tokens as
sensitive tokens and the remaining as insensitive tokens based on how frequent they appear in
our dataset. When € is low enough, all sensitive tokens get replaced by insensitive tokens. In
our experiments, with the 85% least frequent words as the sensitive tokens, we find that they
only consists of ~ 6% of the total amount of words. Therefore, when € is really small, only ~
6% of the words get replaced and the accuracy doesn’t degrade further. However, it is worth
noting that this epsilon threshold is dataset dependent. The emotions dataset we are using
consists of colloquial messages, which typically have very few rare words. In contrast, if we
were to use a dataset that is related to medical diagnosis or more technical fields, we may find

that 85% of the tokens make up a larger portion of the total dataset. Therefore, if one wishes
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to extract a model for a different task from the cloud model with a different dataset, they would

need to tune this parameter.

For the differential privacy based method, we also see that the final accuracy for the fine-
tuned student is upper bounded by the teacher accuracy after all iterations in both cases, whether
the student is fine-tuned with noisy data or with non-noised data. Although the student has
a high accuracy at the start for the scenario using non-noised data, its performance degrades
with more data points. In contrast, we see that the student fine-tuned with noisy data does
not experience performance overshoot, but is always bounded by the teacher performance.
This could show that knowledge distillation is more consistent when the student is fine-tuned
with noisy labels and noisy data points - the exact outputs and inputs from the teacher. The
consistency allows the student to closely follow the teacher behavior through the fine-tuning
process such that the student is always upper-bounded by the teacher. In contrast, the use of
non-noised data with noisy points for the student introduces additional uncertainties into the
system. The inconsistency combined with the use of active learning may have resulted in the
student sampling points that initially rapidly improved performance, potentially overfitting on
these earlier data points sampled. Therefore, when the remaining data points are introduced, the
student performance drops and gets closer to the teacher performance. For future experiments,
we may want to used noisy labels and noisy data for fine-tuning the student to have more
stability in the student performance. Additionally, sampling strategies other than entropy
sampling can also be explored to see how different modes of active learning influence student

performance.

4.1.3 Analysis of Framework using Public Dataset

While using DP noise to preserve privacy significantly degrades student performance when
the privacy budget is tight, using a public dataset to construct the insensitive dataset allows
the student to achieve similar accuracy to the teacher performance through fine-tuning, even
in cases where the public dataset has a domain shift. Without a domain shift, the student

performance using the public dataset is comparable to when using an € of 1000, which adds
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almost no noise to the private data points. In cases where we construct an insensitive dataset
using both spam data and emotions data for the emotions classification task, the students fine-
tuned with less emotions data increase in performance less rapidly. However, at the end of
fine-tuning, the student accuracies are similar, with only ~ 3% difference between the student
trained with an insensitive dataset that consists of 100% emotions data and the student trained

with an insensitive dataset that consists of 25% emotions data.

This implies that we can potentially use a very large publicly available dataset that doesn’t
fully overlap with the teacher input space while still getting decent results comparable to when
the dataset is small but a good representation of the teacher input space. However, it is worth
noting that because the accuracy increases more slowly when our insensitive dataset contains
less domain-specific data, if there is too little relevant data, then it would take longer and much
more data to fine-tune the student. Therefore, if the user intends to minimize querying costs

and time, it is better to find public datasets that are similar to the teacher input space.

However, if we want to minimize cost but cannot find a dataset that is representative enough
of the teacher input space, we may consider a third method to construct the insensitive dataset,
such as using generative models to create synthetic differentially private datasets. Recently,
there has been work focused on generating differentially private datasets to increase the amount
of training data available [79, 80]. However, more work needs to be done to optimize these

generative models such that they can be implemented in a low cost manner.

4.1.4 Analysis of Framework using both Public Dataset and DP Noise

We then investigated a fourth approach to construct the insensitive dataset: combine the noisy
private dataset and the public dataset. The performance of the student using a combination of
datasets is more similar to the performance of its majority composition. In the case where the
ratio is 1:1, the student accuracy first overshoots and then drops as more data is used. However,
we do see a more obvious increasing trend in the later iterations that allow the students to

achieve accuracies that are no longer bounded by the teacher. Therefore, in the case where a
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user is able to find a small but representative public dataset, it may be beneficial to combine
the public and noisy private dataset as the insensitive dataset such that there is enough data
to fine-tune a student efficiently to the desired performance. However, one must be careful
about how the data points are sampled from our insensitive dataset. If we directly use active
learning on the combined dataset, it may only pick the noisy or non-noised data points first,
thus introducing bias and potentially overfitting to one of them. Therefore, we sample from the
public portion and the noised private portion separately and then combine the sampled data

points to query the teacher, eliminating potential active learning sampling bias.

One may also wonder if there is a sampling bias when we use DP-noised samples for active
learning. In our experiments, while we run tests that either fine-tune the students with non-
noised data points or noisy data points, we perform entropy sampling only on the non-noised
data points. This stops the DP-noise biasing which data points to be chosen from entropy
sampling. If we performed entropy sampling on noisy data points, entropy sampling may try
to choose data points that have many tokens swapped, ones that are more noisy. This could

lead to undesirable results and introduces unwanted biases in the framework.

4.1.5 Effects of Student Changing Hyperparameters

The experiments from Section 3.3.2 to 3.3.6 all used the same hyperparameters and pre-trained
student model as outlined in the experimental setup and Appendix A. We perform experiments
to study how varying the pre-trained student model affects the fine-tuning performance. Two
parameters were investigated: pre-training bootstrap size and the number of pre-training
epochs. When we pre-train with less data, the student starts at a lower accuracy in fine-tuning.
Furthermore, the student pre-trained on less data increases in accuracy more slowly. However,
similar to the case when there is a domain shift in the public data, while the students are
pre-trained with different amounts of data, all of them gradually plateau and reach similar
accuracies at the end of fine-tuning. Therefore, if we train for enough iterations, even if the
student was pre-trained with less data, it can still reach a good performance. However, if there

is more data available, to minimize querying costs, we should pre-train the student with more
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data such that it can use less time to reach a high accuracy.

When the amount of pre-training epochs is varied, we see no obvious trend that is dependant
on the number of epochs. While there is a drastic difference in student starting performance,
students pre-trained with 3, 5, and 8 epochs soon have similar accuracies and follow the same
increasing trend. This could mean that it is not necessary to pre-train the student for a lot of
iterations. To save compute and time, we can try to minimize the amount of epochs the student
needs to pre-train. However, this test was only done with the original setup where the bootstrap
size is 70k. There could be more variation in performance if we use a smaller bootstrapping
size since the student may not be able to generalize well when exposed to less data. However,
using our current results, we find that it is more important for the student to have seen more

examples than being trained to a higher accuracy through more epochs in pre-training.

4.2 [Ethical and Legal Concerns

As our privacy preserving inference framework is inspired by model extraction techniques,
there are concerns surrounding whether this framework can be exploited for malicious purposes
or not. One key distinguishing factor that separates our framework from model stealing is that
our framework extracts a partial model. For all our experiments, we only learn to classify 3
out of 6 classes. The effectiveness of extracting all functionality has not been tested. Although
with the current implementation, it is not hard to change the setup to learn to classify all classes,
the results with that modification are still simplified versions of real life scenarios, providing

a proof-of-concept on the framework effectiveness.

While our teacher model only performs emotions classification, an actual cloud model may
be able to generalize across different tasks and even be multi-modal. For instance, ChatGPT is a
model that generalizes across NLP tasks and is now also compatible with the image domain. It
is true that one can potentially use our framework to extract multiple partial local models from
a cloud model. However, they would need to develop new methods to merge and aggregate

the functionality of all of the partial models. Furthermore, it is not clear that our method is
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necessarily more cost efficient for the purpose of model extraction since it is not designed as

an attack.

While there is yet a systematic set of policies and laws surrounding Al products, many
Al companies such as OpenAl and Anthropic have their own terms of usage. These terms
of usage outline what users are prohibited from doing. Relating back to legal concerns
about model extraction, OpenAl users cannot “automatically or programmitically extract data
or output...to develop models that compete with OpenAl” [81]. Similarly, Anthropic also
outlines that users may not access or use the service “’to develop any products or services that
supplant or compete with our Services” [82]. Our framework is designed to extracts partial
functionality. While there is a possibility that a malicious user wants to use our framework to
extract full cloud model functionality, it may not be nearly as efficient as using model extraction
specific attacks. Furthermore, Antrhopic also outlines that users may not “decompile, reverse
engineer, disassemble, or otherwise reduce our Services to human-readable form, except
when these restrictions are prohibited by applicable law” [82]. As our framework extracts an
approximate partial model, we do not attempt and cannot to get exact parameters or weights,
thus not violating the outlined terms. All in all, we acknowledge that users may try to use the
framework for harmful purposes, but there is a small likelihood of them adapting it since the
framework is not optimized for model extraction purposes. Arguably, with enough effort, any

technology can be used for malicious intents.
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Chapter 5

Conclusion

In this thesis, we present a privacy preserving inference framework that takes inspiration from
model extraction techniques. Specifically, it uses knowledge distillation and active learning.
Firstly, our experiments show that cosine-similarity is not always able to find similar data points
when the vectors representations used are not good enough. Furthermore, our experiments
confirm the degradation in model performance when we add more differential privacy noise.
In contrast, we find that using a public dataset with the inference framework can extract partial
student models with high performance, even when the public dataset we use to query the
teacher has a domain shift. In addition, we find that depending on the type and amount of data
available to the user, it may be beneficial to fine-tune the student on a combination of DP-noised
private and public data. Finally, during the student pre-training, to optimize fine-tuning, one

should try to use as much data as possible from what is available but train for fewer epochs.

All in all, we first presented a privacy preserving inference infrastructure that utilizes
model extraction techniques to protect user data sent to NLP MLaaS. Then, we performed
experiments to test the framework and showed that it is able to preserve privacy while having low
performance degradation. Finally, we provide analysis and discussion on when the framework

is applicable and how the users should use it.
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Appendix A

Experiment hyperparameters

We use the following hyperparameters to fine-tune our student:

dropout: 0.1

* learning rate: 0.0005

weight decay rate: 0.0001

batch size: 128

iterations: 10

* epochs per iteration: 8
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Appendix B

Data Noised with Text Sanitization

Example 1

Original

i do feel kris allen is an incredibly talented young man and i do respect him for that adam
lambert is a one of a kind artist and clearly head and shoulders above Kris s john mayer imp

##erson ##ation
Noised with e=1000

i do feel likes allen is an incredibly talented young man and i do respect him for that adam
complete is a one of a kind artist and clearly head and shoulders above naughty s john

somehow imp ##erson ##ation
Example 2

Original

i can see adam thor ##es ##by saving david fern ##ley from the press gang gene ##tta turner
involved in the jet industry and i feel for eliza and john mitchell when they inherit an estate

in cornwall provided they leave their beloved broom ##field manor close to

Noised with €e=0.1
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i can see ago ate ##es ##by empty wonderful progress energetic from the press community
Jj activities under involved in the hanging industry and i feel for prepared and john mitchell

when they ##me an ##uous in god calling they leave their beloved runs ta manor close to
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